NETARX DATA CENTER SERVICES
ARCHITECTURE AND SECURITY

Cloud Computing—Virtual Servers

FIREWALL
ARCHITECTURAL OVER-
VIEW

Netarx Virtual Servers are created as
part of a data-store that is protected
using V-Shield Zones - a firewall that
protects the virtual machine from
any other virtual machine. In addi-
tion to these virtual firewalls, there
are physical firewalls providing an
additional layer of protection having
the following attributes:

BACKGROUND CHECKS

Pre-employment screening includes:
Professional Background Checks
Security Clearance

Criminal history report

Credit report

Driving Record

Education verification
Employment/Salary verifica-
tion

Reference Checks

Previous employers, up to 3
Personal references, up to 2
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Adaptive Security

Access Advanced Threat Detec-
tion

Intrusion Prevention

Access Control

CONFIDENTIALITY
AGREEMENTS

Netarx engages in confidentiality
agreements with every employee.
This agreement, however, does not
consider Netarx’ rigorous interview
process where integrity is para-
mount.

ENCRYPTION

All communications back and forth
between the customer site and
Netarx Data Centers are encrypted
using an IPsec Virtual Private Net-
work (VPN). Upon customer request
an IPSec tunnel can be modified be-
tween the Customer and Netarx to
meet a customer’s security policy.
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TRANSFORMING BUSINESS THROUGH TECHNOLOGY

OVERVIEW

Security is paramount to Netarx opera-

nal excellence and confidentiality of

your sensitive information. Our security
measures include, but are not limited to:

Firewalls

Encryption

Background Checks
Confidentiality Agreements

Remote User

Customer
Network
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